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Thesis Statement
This thesis documents the prevalence and impact of certain 
illicit financial schemes within the cryptocurrency ecosystem. It 
describes a wide range of unmistakably criminal techniques, 
including DDoS attacks, insider trading, and pump and 
dump schemes. Additionally, because not all manipulations can 
be identified and not all fluctuations are intentional, it develops a 
general-purpose method for identifying when a 
cryptocurrency is likely to be abandoned and resurrected, 
which could be indicators of manipulation. The primary impact 
observed has been fluctuations in pricing, though volume is 
also considered. Again, in some cases these fluctuations are the 
result of clear manipulation, while in others the cause cannot be 
established. 
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Thesis Contributions and Talk 
Outline 

• Ch. 2 – Cryptocurrency Primer (proposal)
• Ch. 3 – Gathering Datasets to Find Exchange Shocks (proposal)
• Ch. 4 – Identifying Suspicious Trades (proposal)
• Ch. 5 – Analyzing Shocks on the Mt. Gox Cryptocurrency 
Exchange (proposal)
• Ch. 6 – Measuring the Lifespan of a Cryptocurrency (proposal)
• Ch. 7 – The Rise and Fall of Tokens (new)
• Ch. 8 – Measuring the Impact of Cryptocurrency “Pump-and-
Dump” Schemes (proposal)
• Ch. 9 – Market Manipulation Through Organized, Target-Based 
Trading (new)
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Steady Growth in New 
Cryptocurrencies
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Relative Coin Market Share
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Coins vs. Tokens
Coins

Tokens

Bitcoin Monero EOSEthereum

TetherChainlink Maker BitTorrent
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Mt. Gox Cryptocurrency 
Exchange
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Research Contributions
• Method for normalizing exchange data (Mt. Gox):


• Developed exchange data deduplication strategies


• Compared resulting dataset to publicly available trade data to ensure 
data remained consistent


• Method for collecting shocks data:


• Locate candidate shocks on internet forums, social media sites, and 
news sites


• Confirm shocks through manual inspection


• Developed taxonomy for categorizing user outage reports
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Why don’t we use 
blockchain data?

• Blockchains typically only contain on-chain transactions


• Many of the exchanges in operation store trade data in their 
own database for faster trading


• Trades are stored to the blockchain when transferring 
cryptocurrencies to and/or from an exchange


• Many exchanges offer APIs through which off-chain trade 
data can be extracted (no user ID)


• Some web services aggregate data from many exchanges 
making collection easier (coinmarketcap.com)
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How we got exchange data
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Security shocks on Mt. Gox
• D1: Reported DDoS attacks


• bitcointalk.org - 34 reports between February 2011 and October 2013


• reddit.com/r/bitcoin - 8 reports between April 2013 and November 2013


• google+/archive - 9 direct acknowledgements


• D2: Additional security shocks


• 10 reports of non-DDoS shocks


• D3: Confirmed DDoS attacks


• google+/archive - 9 direct acknowledgements


DDoS attacks reported on 37 days across all sources
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Chapter 3 Conclusion

• Developed methodology for collecting DDoS data


• Developed methodology for sanitizing exchange data leak 
(Mt. Gox)
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Research Contributions
• Method to identify suspicious trading activity:


• Inferred bot accounts from user reports


• Confirmed account existence through manual verification


• Analysis of gathered data:


• Summary statistics of bot activity over time


• Measured money moving in/out of accounts using leaked 
dataset
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Price Manipulation
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Suspicious Trader Summary
Markus 

• Traded on 33 days 


• “Bought” 335,898 bitcoin


• “Sold” 35,867.18 bitcoin (~4,018,681.65 USD)


Willy 

• Traded on 50 days


• “Bought” 268,132 bitcoin
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Chapter 4 Conclusion

• Established scope of suspicious trading activity on the 
Mt. Gox bitcoin exchange


• Identified two actors that “purchased” approximately 
600,000 BTC
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Research Contributions

Analysis of data from Chapters 3 and 4:


• Developed robust regressions to explain how shocks 
affect trades on the Mt. Gox cryptocurrency exchange


• Constructed regressions to explain how bots 
influenced the price of bitcoin
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Skewness and Kurtosis
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Skewness and Kurtosis
DDoS attacks result in  

lower skewness and kurtosis

DDoS attacks result in  
lower skewness and kurtosis
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When Willy bought, 
price went up

When Markus bought, 
price went up

Internal Manipulation 
Regression Analysis
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Chapter 5 Conclusion

• Developed methodology for measuring impact of shocks 
on cryptocurrency exchanges


• Manipulations can have important, real effects


• Insider trading likely caused price increase from $150-
$1000 in two months


• DDoS events associated with fewer big trades by users 
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Research Contributions

• Analysis:


• Developed algorithms for identifying peaks, periods of 
abandonment, and resurrection


• Constructed summary statistics for cryptocurrency 
price movement around 2017 bitcoin bubble
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Algorithm (peak)
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Algorithm (resurrection)
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Results

33



Chapter 6 Conclusion

• Developed methodology for identifying peaks, 
abandonment, and resurrection


• Analysis:


• Lower volume coins are at elevated risk of 
abandonment


• Many coins “ride the wave” created by increasing 
prices elsewhere
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Research Contributions

• Developed methods for combining multiple data 
sources into single set


• Established metrics for token ICO success and returns 
over time


• Generated summary statistics for token price 
movement around 2017 bitcoin bubble
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Data Sources
• coinmarketcap.com


• 1,894 tokens between March 2014 and October 2019


• ~ 737,000 daily records


• ICO Data


• Foundico - 3,027


• ICORating - 4,551


• ICObench - 5,672


• TokenData - 2,240
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ICO Data Combination
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ICO Data Combination

A.If only one value is reported between all sources take that value. 


B.If all sources report the same value take that value. 


C.If a majority of the sources report the same value (2/3, 3/4, or in some 
cases 2/4) take the majority value. 


A.d) If no majority or complete agreement exist take the median of all 
values reported. 
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ICO Success - Hardcap

40



Hardcap Success and 
Returns
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Success - Pseudo Trading
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Success - Pseudo Trading
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Token Rise and Fall
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Token Listing on 
coinmarketcap.com
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Price Movement Following 
Peak

• 9 out of 10 tokens lost more than 40% of their value in the 
30 days following a peak


• Half of all tokens lost 60-70% of their value in the 30 days 
following a peak


• Only 2% of token’s trading volume dropped to 0
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Traders Ride The Wave
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Chapter 7 Conclusion

• Even with additional value tokens can also be abandoned


• Tokens also ride “the wave” of success


• 90% of tokens lose more than 40% of value following a 
peak
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Research Contributions
• Establish prevalence of pump-and-dump schemes


• Method to collect and categorize pump signals from chat 
apps


• Developed regular expressions for pulling pump data 
from inconsistent post formats


• Analysis of gathered data:


•   Used regressions to explain pump-and-dump success
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Data Collection
• Discord/Telegram - pump signals (Transparent, Obscured, Copied)


• Master thread on bitcointalk.org - “Discord groups with more 
than 100k members”


• Android app tracking groups with more than 4k members


• ~4,800 distinct pump signals covering 248 currencies between 
January 2018 and July 2018


• Telegram - 3767 signals on 30 channels (12% T, 88% O)


• Discord - 1034 signal in 54 groups (11% T, 42% O, 40% C)
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Pump Signal Execution
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Identifying Pump Timing
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Price Increases
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Explaining Success in 
Increasing Price

More exchanges associated with 
lower % price increase from pump

Lower rank associated with higher 
% increase from the pump

More observers associated with 
higher % price increase from pump
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Chapter 8 Conclusion

• Developed methodology for establishing scope of 
cryptocurrency pump and dump schemes


• All cryptocurrencies are pump targets


• Median success rate (Telegram) 5.1%, (Discord) 3.5%
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Research Contributions

• Defined methodology for identifying trading cycles


• Constructed summary statistics for price movements 
through trading cycles


• Established rates of success for target-based pump 
signals
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Transparent Signal vs. 
Obscured Signal
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Transparent Signal vs. 
Obscured Signal
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Transparent Signal vs. 
Obscured Signal
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Data Collection
• coinmarketcap.com


• ~5 minute increment data (145,000,000 records)


• 293 cryptocurrencies, 220 exchanges


• January 2017 to November 2019


• Pump signals - 3,683 (1,252 complete)


• Extended data - July 2017 through January 2019
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Identifying Trade Cycles
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First Target

• 73% cross a buy target


• 8% never crossed a target


• 1% had no data for the time period


• 17% cross a sell target (Sell1 - Sell11)
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Pump Success
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Cycle Metrics
median (mean)

median (mean)

median (mean)66



Price Movements
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Chapter 9 Conclusion

• Pump campaign success can be the result of slow 
movements


• 51.7 % of target pump signals are successful


• Median percentage price increase 29.6% (successful), 
2.7% (unsuccessful)
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Thesis Statement
This thesis documents the prevalence and impact of certain 
illicit financial schemes within the cryptocurrency ecosystem. It 
describes a wide range of unmistakably criminal techniques, 
including DDoS attacks, insider trading, and pump and 
dump schemes. Additionally, because not all manipulations can 
be identified and not all fluctuations are intentional, it develops a 
general-purpose method for identifying when a 
cryptocurrency is likely to be abandoned and resurrected, 
which could be indicators of manipulation. The primary impact 
observed has been fluctuations in pricing, though volume is 
also considered. Again, in some cases these fluctuations are the 
result of clear manipulation, while in others the cause cannot be 
established. 
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Thesis Conclusion
• Identified internal and external exchange manipulations


• Shocks drive away big fish


• Bots associated with price increases


• Developed generalized rule for points of interest in 
financial time series data


• Identified coin and token based pump and dump 
schemes
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Questions?
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