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Thesis Statement

This thesis documents the prevalence and impact of certain
illicit financial schemes within the cryptocurrency ecosystem. It
describes a wide range of unmistakably criminal techniques,
including DDoS attacks, insider trading, and pump and
dump schemes. Additionally, because not all manipulations can
be identified and not all fluctuations are intentional, it develops a
general-purpose method for identifying when a
cryptocurrency is likely to be abandoned and resurrected,
which could be indicators of manipulation. The primary impact
observed has been fluctuations in pricing, though volume is
also considered. Again, in some cases these fluctuations are the
result of clear manipulation, while in others the cause cannot be
established.
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Coins vs. Tokens

Coins




Mt. Gox Cryptocurrenc
Exchange

Last pnce:$102.94000 High:$105.99000 Low:$91.00000 Volume:79136 BTC

Trade with confidence on the
world's largest Bitcoin exchange!

Mt.Gox is the world's most established Bitcoin exchange. You
can quickly and securely trade bitcoins with other people
around the world with your local currency!

“As of July 2011, Mt. Gox handles
over 80% of all Bitcoin trade”’

\‘\:"l}.!l.‘l |>1_,\

[a)

I secure

Mt.Gox s protected by and
certified by , which means all

commurecations with our servers are

encrypted with SSL technology.

-
*  Easy

b
RELIABLE

We're always on. Buy and sell
Bitcon 24/7/365 with the world's
most sophisticated tradeng

platform.

GLOBAL
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Weighted Avg:$97.96785

Payments
made easy.

» Add MtGox
to your website.

» Take Bitcoin
payments online.
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Research Contributions

 Method for normalizing exchange data (Mt. Gox):
e Developed exchange data deduplication strategies

» Compared resulting dataset to publicly available trade data to ensure
data remained consistent

* Method for collecting shocks data:

e Locate candidate shocks on internet forums, social media sites, and
news sites

e Confirm shocks through manual inspection

e Developed taxonomy for categorizing user outage reports
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Why don’t we use
blockchain data?

Blockchains typically only contain on-chain transactions

Many of the exchanges in operation store trade data in their
own database for faster trading

* Trades are stored to the blockchain when transferring
cryptocurrencies to and/or from an exchange

Many exchanges offer APls through which off-chain trade
data can be extracted (no user ID)

Some web services aggregate data from many exchanges
making collection easier (coinmarketcap.com)
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How we got exchange data

W e R

Xilinx Virtex 7 (VC707 board) first steps

MTGOX 2014 HACK, DATABASE REVEALED, LIVE
FROM MARK KARPELES'S REDDIT ACCOUNT!!

¢ SAVE THIS POST, MIRROR THE FILES, REPOST, SHARE AND KEEP THIS DATA AVAILABLE ***
http://blog.magicaltux.net/wp-content/uploads/2014/03/MtGox2014Leak.zip
http://89.248.171.30/MtGox2014Leak.zip

First and foremost, this is not Mark Karpeles. Fuck that bitch-titted motherfucker.

It's time that MTGOX got the bitcoin communities wrath instead of Bitcoin Community getting Goxed. This release would have been sooner,
but in spirit of responsible disclosure and making sure all of ducks were in a row, it took a few days longer than would have liked to verify the
data.

Above you will finding download link and a mirror used without asking from Mark Karpeles very own blog.magicaltux.net.

Included in this download you will find relevant database dumps, csv exports, specialized tools, and some highlighted summaries compiled
from data. Keeping in line with fucking Gox alone, no user database dumps have been included.

Repost and share this info before it's gone. Lots of people, including us, lost money and coins. Upvote this post.

We stole no bitcoins. There were none to steal. If you want to donate, you can keep us full of pizzas and beers by sending coins here,
1859rayqN1X7DY|]D1BrAHmM4vaQxoUhhzsN .

Balance SUM for ALL USERS by currency.
0000000000000000Co0000000000000
Currency: AUD Balance: 924,124 .65121
Currency: BTC Balance: 951,116.21905382 <— That fat fuck has been lying!!
Currency: CAD Balance: 320,184.36558
Currency: CHF Balance: 99,487.07308
Currency: CNY Balance: 297,775.78994
Currency: DKK Balance: 112,264.56207
Currency: EUR Balance: 5,634,625.59531
Currency: GBP Balance: 921,892.96793
Currency: HKD Balance: 740,519.14894
Currency: JPY Balance: 384,885,150.13700
Currency: NOK Balance: 91,346.00305
Currency: NZD Balance: 58,224.95320
Currency: PLN Balance: 1,645,194.67364
Currency: RUB Balance: 551,162.54477
Currency: SEK Balance: 15,335.84383
Currency: SGD Balance: 43,193.59706
Currency: THB Balance: 666,464.33497
Currency: USD Balance: 30,611,805.67481

000000O000oO000o0000D0000000000

Total BTC Deposits: 19,065,241.307202
Total BTC Withdrawl: 18,563,466.149383

BTC Difference: 501,775.157819
0000000000000000000000000000000
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Security shocks on Mt. Gox

* D1: Reported DDoS attacks

e bitcointalk.org - 34 reports between February 2011 and October 2013

e reddit.com/r/bitcoin - 8 reports between April 2013 and November 2013

e google+/archive - 9 direct acknowledgements
e D2: Additional security shocks

* 10 reports of non-DDoS shocks
e D3: Confirmed DDoS attacks

e google+/archive - 9 direct acknowledgements

DDoS attacks reported on 37 days across all sources
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Chapter 3 Conclusion

e Developed methodology for collecting DDoS data

e Developed methodology for sanitizing exchange data leak
(Mt. Gox)

16



Thesis Contributions and Talk
Outline

« Ch. 2 — Cryptocurrency Primer (proposal)

- Ch. 3 — Gathering Datasets to Find Exchange Shocks (proposal)
 Ch. 4 — Identifying Suspicious Trades (proposal)

* Ch. 5 — Analyzing Shocks on the Mt. Gox Cryptocurrency
Exchange (proposal)

« Ch. 6 — Measuring the Lifespan of a Cryptocurrency (proposal)
* Ch. 7 — The Rise and Fall of Tokens (new)

» Ch. 8 — Measuring the Impact of Cryptocurrency “Pump-and-
Dump” Schemes (proposal)

« Ch. 9 — Market Manipulation Through Organized, Target-Based
Trading (new)

17



Research Contributions

* Method to identify suspicious trading activity:

* |nferred bot accounts from user reports

 Confirmed account existence through manual verification
* Analysis of gathered data:

e Summary statistics of bot activity over time

* Measured money moving in/out of accounts using leaked
dataset
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Suspicious Trader Summary

Markus
 Jraded on 33 days
e “Bought” 335,898 bitcoin
e “Sold” 35,867.18 bitcoin (~4,018,681.65 USD)
Willy
 TJraded on 50 days

e “Bought” 268,132 bitcoin
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Chapter 4 Conclusion

e Established scope of suspicious trading activity on the
Mt. Gox bitcoin exchange

e |dentified two actors that “purchased” approximately
600,000 BTC
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Research Contributions

Analysis of data from Chapters 3 and 4:

e Developed robust regressions to explain how shocks
affect trades on the Mt. Gox cryptocurrency exchange

e Constructed regressions to explain how bots
influenced the price of bitcoin
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Skewness and Kurtosis

Negative Skew Positive Skew

Positive kurtosis Negative kurtosis
(leptokurtic) (platykurtic)
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Skewness and Kurtosis

DDoS attacks result in
lower skewness and kurtosis

—

DDoS attacks result in

lower skewness and kurtosis I

Table 5.2: Skewness and Kurtosis

VARIABLES

(1)

In(Skewness)

(2)

In(Kurtosis)

(1.1)

In(Skewness)

(2.1)
In(Kurtosis)

D1

D2

Users

In(Transaction Volume)
Time

Constant

DDoS

Lagged DDoS

Other

Observations
Adjusted R-squared

-0.276%*
(0.094)
-0.0766
(0.146)

-0.000144%**
(1.97e-05)

().327%**

(0.0280)
-0.0008897***
(0.000113)
-2.358%**

(0.435)

924
0.17

-0.000247%**

-0.560***
(0.184)
-0.160
(0.289)

-0.000129%**
(2.41e-05)
().329%**
(0.0276)

(3.84e-05)
0.6407%**
(0.0538)

0.00167F%%  -0.00089%**
(0.000214)  (1.07e-04)
~4.192%%* -2.414%%
(0.834) (0.428)
-0.2208%*
(0.112)
-0.1155
(0.111)
-0.3806*
(0.218)
924 925
0.20 0.18

-0.000218%**
(4.62e-05)
0.643%**
(0.0529)
-0.00167***
(2.05¢-04)
-4, 2R(FF*
(0.820)
-0.4390**
(0.214)
-0.2406
(0.212)
-0.7337*
(0.417)

Standard errors in parentheses

Robust Standard errors are employed
R p<0.01, ** p<0.05, * p<0.1



Internal Manipulation
Regression Analysis

Table 5.10: Examining Percent Price Changes Within Mt. Gox and the other platforms

Dependent | Mt.Gox % Bitstamp %  Bitfinex % BTC-e %
Variable Rate Change Rate Change Rate Change Rate Change
Independent
When Markus bought, Variables
price went up
ﬁ “Markus” 0.0371** 0.0434*** 0.0272* 0.0348**
Wher_r Willy bought, (3.18) (3.55) (1.66) (2.90)
price went up
ﬁ “Willy” 0.0433** 0.0423** 0.0469** 0.0413**
(4.45) (4.14) (3.54) (4.12)
DDoS -0.0182 -0.00758 -0.00391 -0.00903
(-1.40) (-0.55) (-0.22) (-0.67)
Day After DDoS -0.0144 -0.0128 -0.0167 -0.0111
(-1.10) (-0.94) (-0.94) (-0.83)
Other Attacks 0.0374 0.0234 0.0239 0.0235
(1.43) (0.85) (0.57) (0.87)
Constant 0.0071 0.0065 0.0032 0.0069
(1.77) (1.57) (0.46) (1.68)
N 365 365 244 365
adj. R? 0.075 0.064 0.044 0.054

t statistics in parentheses
*p<0.05 * p<0.01, " p < 0.001
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Chapter 5 Conclusion

Developed methodology for measuring impact of shocks
on cryptocurrency exchanges

Manipulations can have important, real effects

e Insider trading likely caused price increase from $150-
$1000 in two months

e DDoS events associated with fewer big trades by users
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Research Contributions

e Analysis:

e Developed algorithms for identifying peaks, periods of
abandonment, and resurrection

e Constructed summary statistics for cryptocurrency
price movement around 2017 bitcoin bubble
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Beware the Middleman:
Empirical Analysis of Bitcoin-Exchange Risk

Tyler Moore! and Nicolas Christin?

! Computer Science & Engineering, Southern Methodist University, USA, t ylerm@smu.edu
2 INI & CyLab, Carnegie Mellon University, USA, nicolasc@cmu.edu

Abstract. Bitcoin has enjoyed wider adoption than any previous crypto-currency;
yet its success has also attracted the attention of fraudsters who have taken ad-
vantage of operational insecurity and transaction irreversibility. We study the risk
investors face from Bitcoin exchanges, which convert between Bitcoins and hard
currency. We examine the track record of 40 Bitcoin exchanges established over
the past three years, and find that 18 have since closed, with customer account
balances often wiped out. Fraudsters are sometimes to blame, but not always. Us-
ing a proportional hazards model, we find that an exchange’s transaction volume
indicates whether or not it is likely to close. Less popular exchanges are more
likely to be shut than popular ones. We also present a logistic regression showing
that popular exchanges are more likely to suffer a security breach.
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Results

overall | <$1M $1-10M $10-100M S$100M-1B >$1B
# coins 1082 374 344 183 124 57
# price peaks (total) 3508 | 1426 1022 531 376 153
# price peaks (median) 3 14 3 2 3 3
% price increase
Ist peak (median) 749 418 583 999 1936 3441
# volume peaks (total) 3828 | 1734 1064 468 406 156
# volume peaks (median) 3 4 2 2 3 3
% volume increase
Ist peak (median) 3714 917 1561 6915 24992 90530
# coins abandoned 475 239 154 50 32 0
% coins abandoned 44 64 45 27 26 0
# abandonments 642 347 192 62 41 0
days abandoned (median) 182 153 184 242 426 —
# coins resurrected 336 183 103 25 25 —
% coins resurrected 71 38 27 13 19 -
# resurrections 452 261 135 30 26 —
months to resurrection
(median) 6 5 6 10 19 —
# coins permanently
abandoned 190 86 57 32 15 0
% coins permanently
abandoned 23 17 17 12 0

Table 6.1: Summary statistics on coin peaks, abandonment and resurrection, brcken down
by total trading volume per coin.
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Chapter 6 Conclusion

 Developed methodology for identifying peaks,
abandonment, and resurrection

* Analysis:

e |Lower volume coins are at elevated risk of
abandonment

* Many coins “ride the wave” created by increasing
prices elsewhere
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Research Contributions

e Developed methods for combining multiple data
sources into single set

e Established metrics for token ICO success and returns
over time

e (Generated summary statistics for token price
movement around 2017 bitcoin bubble
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Data Sources

e coinmarketcap.com

e 1,894 tokens between March 2014 and October 2019
e ~ /37,000 daily records
e |CO Data
e Foundico - 3,027
 |CORating - 4,551
e |[CObench - 5,672

e JokenData - 2,240
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|CO Data Combination

Complete Majority No
Agreement Agreement Agreement
Data Source | # % Sig. | # % Sig. # % Sig.
Foundico 0 0 0
[CObench 718 49.52 67 47.18 1,205 45.10
ICORating | 715 49.31 69 48.59 1,201 44.95
TokenData 17 001 (-)| 6 4.23 266 9.96 (+)

Table 7.2: ICO Price representation by source. Statistically significant under and over-
representations are indicated in bold with a (4/-).

Complete Majority No

Agreement Agreement Agreement
Data Source | # % Sig. | # % Sig. | # % Sig.
Foundico 408  37.67 235 39.17 440  27.08
[CObench 321  29.64 191  31.83 429  26.40
ICORating | 150 13.85 63  10.50 480  29.54
TokenData | 204 18.84 (-) | 111 18.50 (-) | 276 16.98 (+)

Table 7.3: Amount raised representation by source. Statistically significant under and over-
representations are indicated in bold with a (4/-).
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|CO Data Combination

A.lf only one value is reported between all sources take that value.
B.If all sources report the same value take that value.

C.If a majority of the sources report the same value (2/3, 3/4, or in some
cases 2/4) take the majority value.

A.d) If no majority or complete agreement exist take the median of all
values reported.

39



Fn(x)

|CO Success - Hardcap

0.6 0.8 1.0

0.4

0.2

0.0

Distribution of ICO success (log 10)

—— Complete

=

/

% Success

40



Hardcap Success and
Returns

Unsuccessful 1ICO Successful ICO All ICO

Mean Median Max | Mean Median Max | Mean Median Max
First Day CMC 14.116 | -56.639  2,111.51 || 68.17 | -14.52 1,956.94 | 355.23  -22.67 88.,700.00
ICO Start + 90 Days |[J101.83 | -58.27  1,986.17 || 30.23 | -41.28 1,340.99 | 123.32  -24.23 7,416.67
[CO Start + 6 months || 5827 | -81.78 10,582.73 || 26.71 -75.17 2,357.70 | 170.29  -60.48 11,049.50
Last Day CMC -95.27 830.00 -94.08 459.24 | 126.20  -93.36 81,600.00

-71.43

-74.63

Table 7.7: Summary statistics on token returns split by ICO success (binary).
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Success - Pseudo Trading

Token Market Capitalization Close (USD) % MC USD Bought Shares Bought
bitcny 170,366 0.162797 0.43 43.11 264.82
bitusd 856,957 1.010000 2.17 216.86 214.71
maidsafecoin 24,447,786 0.054022 |61.87 0,186.67 114,521.27
nushares 4,135,008 0.006819 110.46 1,046.39 153,452.17

Table 7.8: Subset of tokens purchased 2015 for portfolio
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Token

Rise and Fall

overall | <$1M $1-10M $10-100M $100M-1B >$1B
# tokens 725 126 191 176 161 71
# price peaks (total) 1,304 246 331 294 295 138
# price peaks (median) 2 2 2 1 1 2
% price increase
Ist peak (median) 279 233 281 201 295 608
# volume peaks (total) 1,423 284 390 312 307 130
# volume peaks (median) 2 2 2 1 1 2
% volume increase
st peak (median) 1,427 405 663 689 2,964 8,442
# tokens abandoned 53 22 21 6 3 1
% tokens abandoned 17 11 3 2 1
# abandonments 57 25 22 6 3 1
days abandoned (median) 328 341 300 288 390 182
# tokens resurrected 22 7 10 3 1 1
% tokens resurrected 42 5 5 2 1 1
# resurrections 23 8 10 3 1 1
months to resurrected (median) 3 3 3 2 3 2
# tokens permanently
abandoned 34 17 12 3 2 0
% tokens permanently
abandoned I 5| 13 6 2 1 0

Table 7.10: Summary statistics on token peaks, abandonment and resurrection, broken down

by total trading volume per coin.
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45

2020



Price Movement Following
Peak

e 9 out of 10 tokens lost more than 40% of their value in the
30 days following a peak

e Half of all tokens lost 60-70% of their value in the 30 days
following a peak

e Only 2% of token’s trading volume dropped to O
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Traders Ride The Wave

# Tokens # Tokens  # Tokens Trade logio(Average # Price # Volume
Abandoned Resurrected Created Volume  BTC Price) Peaks Peaks

# Abandoned 1

# Resurrected 0.47 1

# Created 0.75 0.78 1

Trade Volume 0.35 0.72 0.71 1

log1o(Average 0.65 0.75 0.81 0.90 1

BTC Price)
# Price Peaks 0.37 0.75 0.85 0.78 0.67 1
# Volume Peaks 0.48 0.80 0.91 0.83 0.77 0.99 1

Table 7.11: Monthly correlations between key variables in the ecosystem.
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Chapter 7 Conclusion

e Even with additional value tokens can also be abandoned
e Tokens also ride “the wave” of success

* 90% of tokens lose more than 40% of value following a
peak
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Research Contributions

e Establish prevalence of pump-and-dump schemes

e Method to collect and categorize pump signals from chat
apps

e Developed regular expressions for pulling pump data
from inconsistent post formats

e Analysis of gathered data:

e Used regressions to explain pump-and-dump success
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Data Collection

e Discord/Telegram - pump signals (Transparent, Obscured, Copied)

e Master thread on bitcointalk.org - “Discord groups with more
than 100k members”

e Android app tracking groups with more than 4k members

e ~4 800 distinct pump signals covering 248 currencies between
January 2018 and July 2018

e Telegram - 3767 signals on 30 channels (12% T, 88% O)

e Discord - 1034 signal in 54 groups (11% T, 42% 0O, 40% Q)
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Pump Signal Execution

Bancor Charts
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ldentifying Pump Timing
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Price Increases

Table 7.3: Median Price Increases by Coin Rankings.

Discord Telegram
Coins Signals | Price Coins Signals | Price
Rank # % # Inc % # 1 % # Inc %
< 75 52 | 69.33 342 3.51 56 | 74.67 1,000 || 4.81
76-200 | 58 | 46.40 207 0.22 62 | 49.60 736 6.46
201-500 | 75 | 25.00 289 0.32 84 | 28.00 948 8.10
> 500 73| 5.33 150 23.23|| 176 | 11.46 1,083 ||18.74
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Explaining Success in
Increasing Price

Dependent Variable

Discord Telegram
Independent Variables % Price Increase % Price Increase
More exchanges associated with log/log log/log
lower % price increase from pump N _ 14%%* 021 %%*
ﬁ Exchanges (.06) (.045)
Pair Count -.037* .00056
Lower rank associated with higher (.051) (-040)
% increase from the pump 001 2%** 00061%***
Rank (.00018) (.000091)

010***
el Server Member count (.020)

More observers associated with
higher % price increase from pump Observations 1034 3767

Adjusted R? 29 28

Standard errors in parentheses:clustered standard errors at the level of the coin
*R* p<0.01, ** p<0.05, * p<0.1
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Chapter 8 Conclusion

 Developed methodology for establishing scope of
cryptocurrency pump and dump schemes

e All cryptocurrencies are pump targets

* Median success rate (Telegram) 5.1%, (Discord) 3.5%

56



Thesis Contributions and Talk
Outline

Ch. 2 — Cryptocurrency Primer (proposal)

- Ch. 3 — Gathering Datasets to Find Exchange Shocks (proposal)
Ch. 4 — Identifying Suspicious Trades (proposal)

* Ch. 5 — Analyzing Shocks on the Mt. Gox Cryptocurrency
Exchange (proposal)

« Ch. 6 — Measuring the Lifespan of a Cryptocurrency (proposal)
* Ch. 7 — The Rise and Fall of Tokens (new)

» Ch. 8 — Measuring the Impact of Cryptocurrency “Pump-and-
Dump” Schemes (proposal)

* Ch. 9 — Market Manipulation Through Organized, Target-
Based Trading (new)
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Research Contributions

e Defined methodology for identifying trading cycles

e Constructed summary statistics for price movements
through trading cycles

e Established rates of success for target-based pump
signals
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Transparent Signal vs.
Obscured Signal

@ Big Pump Signal

@ Big Pump Signal
. Next pump will be in 6 hours and 58 minutes.
Sat, Jan 20, 7:00 PM GMT (London)
Sat, Jan 20, 2:00 PM EST (New York)
Sun, Jan 21, 4:00 AM GMT+9 (Seoul)

@ Big Pump Signal
Next pump in 30 minutes! & &

@ Big Pump Signal
Today there will be another huge pump!!
For counselor and up please join the ranked pump signal serv

These are some tips for the coming pump

- Have both your mobile telegram app and the webapp open.
- It is smart to split your screen, so have telegram on the left
- If you are in early market buy and limit sell (never market bu
- IF YOU ARE IN LATE, DO NOT MARKET BUY (or if you are re
- Relating to what was said above, do not buy above the goal,

Goodluck everyone lets make this the greatest pump so far!

@ Big Pump Signal
10 minutes left!

@ Big Pump Signal
=== |NFO mmm
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Transparent Signal vs.
Obscured Signal

For counselor and up please join the ranked pump signal serv

These are some tips for the coming pump

- Have both your mobile telegram app and the webapp open.
- It is smart to split your screen, so have telegram on the left
- If you are in early market buy and limit sell (never market bu
- IF YOU ARE IN LATE, DO NOT MARKET BUY (or if you are re
- Relating to what was said above, do not buy above the goal,

Goodluck everyone lets make this the greatest pump so far!

Big Pump Signal
10 minutes left!

&

Big Pump Signal

=== [INFO ===

The coin will be announced from top to bottom like this
1. first character

2. second character

3. third character

&

@ Big Pump Signal
: The coin is:

B
2: N
3:T

@ Big Pump Signal
: Current value (BTC): 0.000618 - Target 0.001900
Current value (ETH): 0.006850 - Target 0.021000
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Transparent Signal vs.
Obscured Signal

4 BigPumpGroup.com 17K 12:00:46 AM
BPG
sarumcow COIN: #HSR (tg://search_hashtag?hashtag=HSR)

BUY PRICE: 0.00001263
TARGET

0.00001600

0.00002400

0.00004000 (mid term)

Stop-loss: No stop loss

Figure 9.4: Example pump signal from Big Pump Group.
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Data Collection

e coinmarketcap.com

e ~5 minute increment data (145,000,000 records)
e 293 cryptocurrencies, 220 exchanges
e January 2017 to November 2019

e Pump signals - 3,683 (1,252 complete)

e Extended data - July 2017 through January 2019
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ldentifying Trade Cycles
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First Target

/3% cross a buy target
8% never crossed a target
1% had no data for the time period

17% cross a sell target (Sell1 - Sell11)
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Pump Success

Measure | Successful Unsuccesstul

First cycle only 647 605
Overall (cutoff at next signal) 716 536
Overall 1,002 250

Table 9.2: Success based on inclusion or exclusion of trading cycles.
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UNSUCCESSFUL PUMP

SUCCESSFUL PUMP

Cycle Metrics
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Price Movements

Range | Min Max Median Mean Success

Start to max value | 0.7 963.8 29.6 54.2 TRUE
Max value to stop-loss | -1.7 -2,510,825.0 -51.9 |-4,363.5 TRUE
Start to max value | 0.0 395.2 2.7 5.3 FALSE
Max value to stop-loss | -0.6 -1,154.2 -13.6 -20.5 FALSE

Table 9.4: Percentage price movements between points of interest.
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Chapter 9 Conclusion

e Pump campaign success can be the result of slow
movements

e 51.7 % of target pump signals are successful

* Median percentage price increase 29.6% (successful),
2.7% (unsuccessful)
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Thesis Statement

This thesis documents the prevalence and impact of certain
illicit financial schemes within the cryptocurrency ecosystem. It
describes a wide range of unmistakably criminal techniques,
including DDoS attacks, insider trading, and pump and
dump schemes. Additionally, because not all manipulations can
be identified and not all fluctuations are intentional, it develops a
general-purpose method for identifying when a
cryptocurrency is likely to be abandoned and resurrected,
which could be indicators of manipulation. The primary impact
observed has been fluctuations in pricing, though volume is
also considered. Again, in some cases these fluctuations are the
result of clear manipulation, while in others the cause cannot be
established.
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Thesis Conclusion

e |dentified internal and external exchange manipulations
e Shocks drive away big fish
e Bots associated with price increases

e Developed generalized rule for points of interest In
financial time series data

e |dentified coin and token based pump and dump
schemes
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Questions?



